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Abstract 

In today’s computerized world, new risks emerge every hour of every day. Connecting to the Internet opens 

up the possibility of a hacker targeting every organization. Cybercrime can shatter any organization if it has 

no Cyber security. Because Cybercrime is becoming big business and it risks the cyberspace of 

organizations and governments globally. It can create Monetary and reputational risks if organizations don’t 

have an appropriate cybersecurity plan. Every industry has its own terminology, and the cyber world is no 

different. While built on technological foundations that we all know – computers, the internet, smartphones, 

and similar- as you delve deeper into the subject you start to encounter acronyms and technical concepts 

that you may not be familiar with. And, if we’re all to communicate on the subject of cybersecurity-across 

all sectors of government, business, industry, and academia – then it can help to familiarize yourself with 

the nomenclature associated with this diverse and compelling subject. 
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Cyber crime 

 
Cybercrime is a terminology for any illegal 

activity that uses a computer as its primary 

means of commission and theft. The U.S. 

Department of Justice hence expands the 

definition of cybercrime to include any illegal 

activity that uses a computer for the storage of 

evidence (Cybercrime,2021). The growing list 

of cybercrimes includes crimes that have been 

made possible by computers, such as network 

intrusions and the dissemination of computer 

viruses, as well as computer-based variations of 

existing crimes, such as identity theft, stalking, 

bullying, unauthorized use of a network and 

terrorism, which have become as major 

problem to people and nations (Reddy G., 

Reddy G.J, Februaary,2014).In general, 

cybercrimes crime committed using a computer 

and the internet to steel a person’s identity, sell 

contraband, stalk victims, or disrupt operations 

with malicious software. 

 

Cyber security  

 

We are presently living in a world where all the 

information is stored in a digital or cyber-form. 

Social networking sites provide a space where 

users feel safe as they interact with friends and 

family. This is a place where any person can be 

entrapped by the hackers. Cyber-criminals 
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would continue to target social media sites to 

steal personal data. Not only social networking 

but also during business communications, bank 

transactions data can be compromised and be a 

digital threat. According to 2021 Data Breach 

Investigation Report of Verizon, top action 

varieties in breaches are shown in the following 

figure: 

 
 

Figure 1: Top action varieties in breaches in 2021(2021 Data Breach Investigation Report). 

 

Patterns changing cyber security 

  

Here mentioned below are some of the trends 

that are having a huge impact on cyber security. 

  

Artificial Intelligence 

 

Perhaps the most effective weapon in a hacker’s 

arsenal is “spear phishing” using personal 

information gathered about an intended target 

to send them an individually tailored message. 

An email seemingly written by a friend, or a 

link related to the target’s hobbies, has a high 

chance of avoiding suspicion. This method is 

currently quite labour intensive, requiring the 

would-be hacker to manually conduct detailed 

research on each of their intended targets. 

However, an AI similar to chatbots could be 

used to automatically construct personalized 

messages for large numbers of people using 

data obtained from their browsing history, 

emails and tweets (Brundage, 2018). 

 

Web servers 

 

Attacks on web applications to extract data or 

transmit malicious code are already a problem. 

Cyber criminals distribute their malicious code 

via legitimate web servers they have 

compromised. However, data-stealing attacks, 

many of which receive public attention, are also 

a significant concern. We must now place a 

higher emphasis on the security of web servers 

and web applications. The ideal venue for these 

cyber offenders to steal data is through web 

servers. To avoid being a victim of these 

crimes, one should always use a safer browser, 

especially during critical transactions. Hence 

one must always use a safer browser especially 

during important transactions in order not to fall 

as a prey for these crimes. 
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Figure 2: Scripting attack in website. 

 

Cloud computing and its services 

 

Cloud services are being steadily used by all small, medium, and large organizations these days. To put 

it another way, the world is slowly reaching the clouds. This latest tendency poses a big concern for 

cyber security because communications can circumvent established ports of inspection. As the number 

of apps available in the cloud grows, policy controls for web applications and cloud services will need 

to evolve to prevent the loss of essential information. Security issues persist, despite the fact that cloud 

providers are developing their own models. Although the cloud has tremendous benefits, it is vital to 

keep in mind that as the cloud evolves so do its security concerns. 

 

 
 

Figure 3: Cloud Computing Security Threats (Advanced persistent threat,2021). 

 

69% of organizations point to data loss/leakage 

as their greatest cloud security concern and 

44% of companies are concerned about their 

ability to perform incident response effectively 

in the cloud (Main Cloud Security Issues and 

Threats in 2021, 2022). Data 

Privacy/Confidentiality, Accidental Exposure 

of Credentials are also potential threats in cloud 

computing. 
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APT’s and targeted attacks 

 

An advanced persistent threat (APT) is a 

stealthy threat actor, usually a nation state or a 

state-sponsored group, that gains unauthorized 

access to a computer network and goes 

undiscovered for a long time (Advanced 

persistent threat,2021). In recent times, the term 

may also refer to non-state-sponsored groups 

conducting large-scale targeted intrusions for 

specific goals (Maloney S, 2018). APT 

(Advanced Persistent Threat) is a new type of 

cybercrime. For years, network security 

features like web filtering and intrusion 

prevention systems (IPS) have been critical in 

detecting such targeted attacks (mostly after the 

initial compromise). In order to detect attacks, 

network security must interact with other 

security services as attackers become more 

daring and use more ambiguous approaches. As 

a result, we must improve our security 

techniques in order to prevent future threats. 

 

Mobile Networks  

 

In modern world, we are able to connect to 

anyone in any part of the world through mobile 

network. But for these mobile network’s 

security is a very big concern. Like desktop 

computers, mobile devices have software and 

Internet access. Mobile malware (i.e., malicious 

applications) and malicious websites can 

accomplish the same objectives (stealing data, 

encrypting data, etc.) on mobile phones as on 

traditional computers. Malicious apps may 

come in a variety of different forms. Sometimes 

users click the most common types of malicious 

mobile apps that are Trojans. Mobile ransom 

ware is a particular type of mobile malware, but 

the increased usage of mobile devices for 

business has made it a more common and 

damaging malware variant. Mobile 

ransomware encrypts files on a mobile device 

and then demands a ransom payment in 

exchange for the decryption key, which allows 

access to the encrypted data to be restored. 

Phishing is one of the most popular forms of 

cyber-attack. The majority of cyberattacks start 

with a phishing email that contains a dangerous 

link or a malware-infected attachment. Phishing 

attempts on mobile devices use a range of 

methods to send links and malware, including 

email, SMS messaging, social media platforms, 

and other apps. Man-in-the-Middle (MitM) 

attacks involve an attacker intercepting network 

communications to either eavesdrop on or 

modify the data being transmitted. While this 

type of attack can be carried out on a variety of 

platforms, mobile devices are particularly 

vulnerable to MitM attacks. Unlike web traffic, 

which typically uses encrypted HTTPS for 

communication, SMS messages can be easily 

intercepted, and mobile apps may send 

potentially sensitive data through unencrypted 

HTTP (Top 6 Mobile Security Threats and How 

to Prevent Them, 2018). 

 

IPv6 

 

IPv6 is a new Internet protocol that will replace 

IPv4 (the previous version), which has served 

as the backbone of our networks and the 

Internet in general. It's not merely a matter of 

moving IPv4 features to IPv6. While IPv6 is a 

complete replacement for IPv4 in terms of 

increasing the number of available IP 

addresses, there are certain basic modifications 

to the protocol that must be considered in 

security policy. End-to-end encryption is 

possible with IPv6 (Why IPv6 Matters for Your 

Security). Despite the fact that this technology 

was retrofitted into IPv4, it is still an optional 

add-on that isn't widely used. Encryption and 

integrity-checking, which are common in 

today's VPNs, is a standard feature of IPv6, 

available for all connections and supported by 

all compatible devices and systems. As a result, 

widespread use of IPv6 will make man-in-the-

middle assaults much more difficult. Hence it is 

always better to switch to IPv6 as soon as 

possible in order to reduce the risks regarding 

cybercrime. 

 

Encryption of the code 

 

Encryption is the technique of encrypting 

communications (or information) in such a way 

that it cannot be read by eavesdroppers or 

hackers. An encryption technique converts a 

message or information into unreadable cipher 

https://doi.org/10.36811/rjcse.2022.110004
http://www.raftpubs.com/


          Components and Changing Patterns of Cyber Security 
DOI: https://doi.org/10.36811/rjcse.2022.110004              RJCSE: February: 2022: Page No: 01-09 

 

 

  Page: 5 

www.raftpubs.com  

text by encrypting it with an encryption 

algorithm. This is normally accomplished 

through the use of an encryption key, which 

determines the message's encoding method. At 

its most basic level, encryption safeguards data 

privacy and integrity. However, increasing 

encryption means more cyber security 

challenges. Encryption is also used to safeguard 

data in transit, such as data sent across networks 

(e.g., the Internet, ecommerce), mobile phones, 

wireless microphones, and wireless intercoms, 

among many other things. As a result, by 

encrypting the code, one may determine 

whether or not information has been leaked. 

Hence the above are some of the trends 

changing the face of cyber security in the world.  

 
 

Figure 4: Different type of cyber threat. 

 

Role of social media in cyber security 

 

As we become more social in an increasingly 

connected world, companies must find new 

ways to protect personal information. Social 

media has a significant impact on cyber 

security. It will play a significant part in 

personal cyber dangers. The use of social media 

by individuals is on the rise, as is the threat of 

an assault. Because most of them use social 

media or social networking sites on a daily 

basis, it has become a major platform for cyber 

criminals to hack private information and steal 

important data. Companies must ensure that 

they are equally as quick to recognize risks, 

respond in real time, and avoid any kind of 

breach in a world where we are quick to give 

over our personal information. Because these 

social media sites draw individuals readily, 

hackers utilize them as bait to obtain the 

information and data they seek. As a result, 

users must take necessary precautions, 

particularly while dealing with social media, to 

avoid losing their data. The ability of 

individuals to share information with a global 

audience is at the heart of the social media 

problem that businesses face. In addition to 

allowing anybody to share commercially 

sensitive information, social media also allows 

anyone to publish incorrect information, which 

can be just as destructive. Despite the fact that 

social media can be used for cybercrime, these 

businesses cannot afford to cease using it 

because it is a crucial part of their public 

relations strategy. Instead, they need solutions 

that will alert them to the hazard so that they 

can address it before it becomes a problem. 
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Protective measures of cyber security  
 

Anti-virus software: Antivirus software is a 

computer program that detects, prevents, and 

takes action to disarm or remove malicious 

software programs, such as viruses and worms. 

Most antivirus programs include an auto-update 

feature that enables the program to download 

profiles of new viruses so that it can check for 

the new viruses as soon as they are discovered. 

Antivirus software is a must and basic necessity 

for every system. 

 

Access control and password security: The 

concept of user name and password has been 

fundamental way of protecting our information. 

This may be one of the first measures regarding 

cyber security. 

 

Authentication of data: Before downloading, 

the documents we receive must always be 

validated, which means they must be checked 

to see whether they came from a trusted and 

credible source and if they have not been 

altered. Anti-virus software installed on the 

devices is frequently used to authenticate these 

papers. As a result, robust anti-virus software is 

also required to keep the devices safe from 

viruses. 

 

Updating of Software: Ransomware attacks 

were a major attack vector of 2017 for both 

businesses and consumers (10 Personal Cyber 

Security Tips (2020). Approximately 37% of 

global organizations said they were the victim 

of some form of ransomware attack in 2021, 

according to IDC's "2021 Ransomware Study." 

(Kerner,2021) Ransom ware trends, statistics 

and facts in 2021 (2021) One of the most 

important cyber security measures for 

combating ransomware is patching obsolete 

software, both operating systems and 

applications. This helps to eliminate critical 

vulnerabilities that hackers use to get access to 

devices. 

 

Automatic system updates for devices should 

be turned on. Web browser uses automatic 

security updates. 

 

Malware scanners: Viruses, worms, and 

Trojan horses are types of dangerous software 

that are frequently lumped together as malware. 

Those are computer programs that usually scans 

all the files and documents present in the system 

for malicious code or harmful viruses.  

 

Firewalls 
 

A firewall is a software program or piece of 

hardware that helps screen out hackers, viruses, 

and worms that try to reach your computer over 

the Internet. All messages entering or leaving 

the internet pass through the firewall present, 

which examines each message and blocks those 

that do not meet the specified security criteria. 

Hence firewalls play an important role in 

detecting the malware. Firewalls and other 

security protections are getting more porous as 

people use more devices such as tablets, 

phones, PCs, and other devices, all of which 

require additional security precautions in 

addition to those provided by the programs. We 

must always keep the security of these mobile 

networks in mind. Furthermore, because mobile 

networks are so vulnerable to cybercrime, extra 

caution must be exercised in the event of a 

security breach. 
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Figure 5: Firewall. 

 

What does a firewall do? 

 

A firewall is a device that separates a trusted 

network from an untrusted network like a 

gatekeeper (Oppliger 1997). It monitors 

attempts to gain access to your operating 

system and blocks unwanted traffic or 

unrecognized sources. 

Between your computer and another network, 

such as the internet, a firewall acts as a barrier 

or filter. A firewall can be compared to a traffic 

controller. It manages network traffic to help 

safeguard your network and information. This 

involves blocking unsolicited incoming 

network traffic and authenticating access by 

scanning network traffic for unwanted content 

such as hackers and viruses. Operating system 

and security software usually come with a pre-

installed firewall. It’s a good idea to make sure 

those features are turned on. Also, security 

settings should be configured to run updates 

automatically. 

 

How does a firewall work? A firewalled 

system analyzes network traffic based on rules 

to begin with. Only those inbound connections 

that have been set to accept are accepted by a 

firewall. It accomplishes this by allowing or 

disallowing specific data packets- the units of 

communication that one sends over digital 

networks-based on pre-determined security 

criteria. Through the firewall, only trustworthy 

sources or IP addresses are allowed in. IP 

addresses are significant because they identify 

a computer or source, much like a postal 

address does. 

 

Types of firewalls: Firewalls are available in 

both software and hardware. Each format has a 

distinct yet critical function. A hardware 

firewall is a physical device that sits between 

the user's network and the gateway, similar to a 

broadband router. A software firewall is an 

internal program that works with port numbers 

and applications on a user's computer. 

Cloud-based firewalls, often known as Firewall 

as a Service, are also available (Favas). One 

advantage of cloud-based firewalls is that they 

can scale with the business and, like hardware 

firewalls, are effective at perimeter protection. 

Depending on the scale of our network and the 

level of security we require, there are various 

distinct types of firewalls based on their 

structure and functioning. 

 

Packet-filtering firewalls: A packet-filtering 

firewall is a network traffic management tool 

that can restrict network traffic based on the IP 

protocol, IP address, and port number. This is 

the most basic type of firewall, and it's designed 

for smaller networks (Johansen, 2021). But 

caution should be taken. While packet-filtering 

firewalls have their advantages, they also have 

their drawbacks. A packet-filtering firewall 

does not block web-based assaults because all 

web traffic is allowed. As a result, extra security 

to discern between benign and dangerous online 

traffic should also be taken. 
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Proxy service firewalls: The proxy service 

firewall is a system that can help protect 

your network security by filtering messages at 

the application layer. It essentially serves as a 

gateway or middle man between user’s internal 

network and outside servers on the web. Also 

known as a gateway firewall, it is more secure 

in its use of stateful and deep packet inspection 

technology to analyze incoming traffic 

(Johansen, 2021). 

 

Stateful multi-layer inspection (SMLI) 

firewalls: The stateful multi-layer inspection 

(SMLI) firewall employs a complex packet-

filtering technique that evaluates all seven 

layers of the OSI architecture (Stateful multi-

layer inspection (SMLI) firewalls, 2018). Each 

packet is inspected and compared to known 

friendly packet states. SMLI firewalls check the 

full packet, including the data, whereas 

screening router firewalls simply examine the 

packet header. 

However, it is still unable to differentiate 

between good and harmful online traffic, 

necessitating the use of extra software. 

 

Unified threat management (UTM) 

firewalls: Unified threat management (UTM) 

is an approach to information security in which 

multiple security functions are provided by a 

single hardware or software installation. In 

contrast to the previous way of having point 

solutions for each security function, this 

approach is more flexible (Unified threat 

management, 2021). Instead of managing 

multiple products from different vendors, UTM 

simplifies information-security management by 

providing a single management and reporting 

point for the security administrator. 

 

Next-generation firewalls (NGFW): Next-

generation firewalls are more sophisticated than 

packet-filtering and stateful inspection 

firewalls. A next generation firewall (NGFW) 

is, as Gartner defines it, a “deep-packet 

inspection firewall that moves beyond 

port/protocol inspection and blocking to add 

application-level inspection, intrusion 

prevention, and bringing intelligence from 

outside the firewall (Brook, 2020). They have 

higher security levels, going beyond standard 

packet filtering to examine a packet in its 

entirety. This entails not only inspecting the 

packet header, but also the contents and source 

of the packet. More sophisticated and emerging 

security threats, such as advanced malware, can 

be blocked by NGFW. 

 

Virtual firewalls: A virtual firewall is an 

appliance that can be utilized in both private 

and public cloud-based systems. This firewall 

evaluates and manages internet traffic across 

both physical and virtual networks. 

 

Cyber ethics 

 

The code of the internet is known as cyber 

ethics. When we follow these cyber ethics, 

there's a strong chance we'll be able to use the 

internet properly and safely. Here are a few 

examples: 

 

▪ Use of false identity or pretending 

someone else in social media is not ethical. 

▪  Bulling on the Internet, calling people 

names, sending embarrassing pictures of them 

is offensive crime in many countries. So, it 

should be avoided.  

▪ Do not use other people's passwords to 

access their accounts. 

▪ Never try to corrupt other people's 

computers by sending malware to them. 

▪ Sharing personal information in 

internet is not a good idea. 

▪ Always follow copyrighted 

information and only download games or media 

if they are allowed. The preceding are some 

cyber ethics to observe when utilizing the 

internet. 

▪ Accessibility, censorship, and filtering 

raise a slew of ethical dilemmas, each with its 

own branch of cyber ethics. Many questions 

have arisen, challenging our notion of privacy, 

security, and our social engagement. 

Throughout history, systems have been built for 

the purposes of protection and security. Today's 

applications take the shape of software that 

filters domains and material so that they can't 

be easily accessed or obtained without a lot of 

effort, or on a personal or business level using 
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free or content-control software (Chanda, A. 

Westphal, C. and Raychaudhuri, D.2013). 

Censorship and filtering on the internet are used 

to limit or prevent material from being 

published or accessed. Offline censorship and 

filtering raise legal difficulties similar to online 

censorship and filtering. 

 

Conclusion  
 

Computer security is a huge topic that is 

growing increasingly relevant as the world 

becomes increasingly interconnected, with 

networks being used to conduct critical 

transactions. With the evolution of new 

technologies, every year cybercrime and the 

protection of information continue to split along 

distinct routes. Organizations are being 

challenged not just by how they safeguard their 

infrastructure, but also by how they require new 

platforms and intelligence to do so, as a result 

of the latest and disruptive technology, as well 

as new cyber tools and threats that emerge. 

Although no system is invincible to cybercrime, 

we should do everything we can to reduce it in 

order to ensure a safe and secure future in 

cyberspace [1-15]. 
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